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ABSTRACT

As information technology of modern society develops, various malicious codes with the purpose of seizing or destroying
important system information are developing together. Among them, ransomware is a typical malicious code that prevents
access to user’s resources. Although researches on detecting ransomware performing encryption have been conducted a lot in
recent years, no additional methods have been proposed to recover damaged files after an attack. Also, because the
similarity comparison technique was used without considering the repeated encryption, it is highly likely to be recognized as
a normal behavior. Therefore, this paper implements a filter driver to control the file system and performs a similarity
comparison method that is verified based on the analysis of the encryption pattern of the ransomware. We propose a system
to detect the malicious process of the accessed process and recover the damaged file based on the cloud storage.
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Fig. 1. Access patterns of ransomware
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Fig. 2. Encryption patterns of ransomware
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Fig. 5. Handling code in case of abnormal
accesses

4.2 2it A5 =¥

= AR Adthe 27] Bl AR &t
o] 54 ghedell Hs nfe] kR FAE BaE
= 7K ¢ glem, 7 ke o] A" A7kl
et S ow dddeh k= el Y, #A
kel A7k, AT ZEA| 2 o] 2gEIc)
7] wgedo] AR 121 Ao A3t AR 7
= AfHelA 221 F o] ealE, Fig 6.
o] A FetolddEmyE W2 bufle] A
he AAA A A e TR mEE et
Al el s tte s AR x=F A
woza old wAe] EAHlw T4
ZA e},

22k Aoz ofodql e HAlse Wl
7P & 85, WA= Fig. 7.5 2o 2
Aoll HZgE ZRA 2~ o] 534 vlg] 2>

o N 2L ¥ Ho
i,

ich

[>

I

TN

N

Received from client

Dot o]
P

find(shaTtbufT} == hash value)
\

Node 1 Node 2 Noden
. . .
datetime —> datetime = datetime
process process process
name. name name

Fig. 6. A linked-list of files

Received from client

b if(processname = nodeN.processname)
process name : 7
buf2|| malware.exe detect |
}
Node 1 Noden

r

processname: || o process name:
notepad.exe notepad.exe

Fig. 7. 1st Detection method of the second
verification model

of AAE ZZA~ o]ES v} Fig.7.9 7
% A 27 notepad.exe TEA|27F 54 1ol
A7l watell o] WA EE kX
notepad.exeZ AAE o] glA|wt Felo]d EZYE
ke Aj2$- Awe] =R~ wo| malware.exe
olmg u|HAFHel AT e[ Hrh 29
= Fig.8.7 o] o]d WA & sz e
buf2e} FAME BlaE ZH2b efgicl 53 AlY

> = o
Ashg vlEow fAE A7) elall A4t
for(i=1; i<n; i++)
g sdhash(bufl, nodei)
1. normal behavior
39 46 54 85 95 98
Y N\ Y Y
Node [P|Node [*|Node | -->|Node [*|Node [*|Node
7 2 3 n—2 n—1 n
S S S S
2. abnormal behavior
2 2 4 88 98 98
s ~ ~ ~ A ) )
Node Node [»|Node |- Nodex > Node™ [> Node™
7 2 3 n-2 n—1 n
\ J J J J J

Fig. 8. 2nd Detection method of the second
verification model



A B 1 53 =A] (2018. 4) 363

AL DA o] Sve niA wEe sl 2 1704 A6l Alskshs Azde] shale] &4
A GRS AL BAT delAt FolAE B & don Avksl: AL Bola,

AR 7]uke] o]AF dAlo] Rolw w|AAFA ] zj%g
2 gt} dE E¢] Fig.8.9 ¥ B

A eEASE FALE $A7} DA ASHA A
Al |

Bo)

5.1 g &2

[}
S =

r_u.,

19 nfl A TR 9olate] SAbE Sx|7b 2 S dwd AdE fsiAE oY ks 7
7] efgkomz A g e Skt 2o A stele] A Q3] witell Aol la IR
B AAA hssbt AdEa glem, ol n, Aol 7Fe® GovDocs(11) sl AlEel did)
n-1, -2 o gade RE o153y} 28y Roussev(10)e] FoFgt thetx Bele g AlEE
AR AA gtEsrh A ool fiAkE FAR § AR dg s A== xls, ppt, .doc,
AsHA 33 AelE 7P eet. shasl AsE gkl txt, Jjpg, .gif, .pdf, .html gAE 7121
7ee $AE $H7F A es] wel] ¥ ots 2 A= ok £ AdelA= html, txt 22
Sh® o, ool n2wA wES Ee A A KL gRe sl oy )
okt ols syl A EA| e ol miAzte] & (114KB~5.40MB) <] stad& 3704 als) ¥ 18
A A7E 9elalel gt wAgleng gt el st AlEE A et
92 FAekslA =}, Aol WEES Payload-Security(12)84

2 AFA B A9 BEE A A FRE AR shasda Ssidonl, A o
2|3 9l FejelAd B A o]F otelu djit Fale] Al FAA AES Adste] T2 frE Elst
oA WAL 7}l Bl AEZ ATa). }\]——9-;(]—“ A= 3L F 202709 AASe S dde] HE ERekiich
Ul el A7k B B A4S Adudd 4 9l olF 327 A& M wAale] S s F
e}, o] F Bl o]o] FelolelEl) %xﬁ ne ¥ S5 tusprh FaEA] el Sef A
288 g ZRA~E A Fsla =elolH e FapAL G A WA s8EA] = AES
Sstsle R melolnl [RPE ghmdlth AAb 89 wol AMAslct Aol &3l & HUkE
2 Ags A4S FeholdERNE ke ARE M= hekst gk /05 AT s &
A ol o]o] MR wER FAE ] FrbuEc) Hafjop stmg AlEe] sgret sjele] vt v
At o] AZ Alvic} Fdd A vt FohE Fasleh olo ¥ ¥fE WAl Hdele 2070
ohd k= Alagle] B4 A 37 B84l A ofet.
A7} o1" 4 glth. ole]l Sangmin Ha % Alz~Ele] HFrbE dhe APl 7 wal 34
(14) Ao &= Al 2 AN A% 355 AAs) L A D ey VM LA A=
27 AR Ay - Aeq AT FdS 10(32bit)= AH8skalaL vlvel= 3GBE dsal
T A% ABA, © A AT A o T Ul P 44 8 A
~HE 27 E44S v AMeA) 3718 AF ez Aoz AES APt AHeat AR 7lE
shd Aol Bty gl e sl de) 2 =3 A A= valee] Az Aok whehy
2T 57 wew Wr)a AHRe R A A AN & Ao, dF Aol s Bl ZadelaE 8T
c} stz Adxstglct. olelet #AE AAT Ao ~

WikS RhEslen, she] e st sd A

V. Al B2 5 2helS uhEskact

£ Agede 54 gds oz At A 5.2 FAIZ X2 Az £F
Al AE g =ol 73@%&-% ujel A 2l ol
o5l tashl e well 2z Qi shelzte] fabw 5 TEAHOR ke $AE SAE A= shiel 8
A2 2Hg B ARES AAE, FAE 532 Arvht A2 o2 2719 3709 sl = AR
A el Welo] W olAZES Zwalt} wal vhof ARl &3 fiAkE SACAA= pg, sl

3 sl /0% WA= BAslel (2079 e pdf AL 7Ml e F2 AT} 4 9



364 shl Azd BUEYE BT Fes 2uA A DY) 9A 0 BT A2y
Jolmz Alslac, WA ele] ol FAE F4 ; .

ZA 6= g Wl tsspt s Aok AxAL
2 ¢33} HE A4S A3yt goemz Hzlzal
t53s Faste dEAel WYl Cerberz

=4 sjalo] AHgajel 23] AAE A5l A
o= 274xjole], 3 shede] AalA] B4R 107)
o g wEel Ak e st b vk
A st
ool A e S AEE Aee A,

oRt EAh of2] A ArslE wehet ?Zé% H
L nlE=
= =2
FrAbe w)agh 7;i°]51 °25 d 2= %—EL ¥

=

=
4 Sige] Wslelol ool Bt AR A5
Aoz ?}iﬁrﬂ 4489 49

Fig.9.¢} Fig.10.9] Z 7o =
x1s(5,539KB) Fd-& A2} AAES A5 3
o 17, #HA& 159 ke 23} AEENe U%, gl
Aol o3l a3l 2gE w= Hd 74, Hi
49 fAl= Ayt AEE Qe vReF fAlE 239
A WY JAFE EHsA AsA Sk s

M (@)
XLS XLS

o ~+5539K8) e 353%®8)
0 [ty & 1087KE)

347k8)

E
O [+ 1087K8)
)
B
1

Score of SDHASH
Score of SDHASH

PPT PPT

ot ——t—a—ey L 550148)
=1035K8)
306(KB)

L ~+5521K8)
=1035K8)
306(KB)

588

Score of SDHASH
sszu88d
Score of SDHASH

Score of SDHASH
Y E T
f l %
o %
| %,
I
Score of SDHASH

5883888

+5013K8) +5013K8)
=1041KB)

305(K8) 306(KB)

P p L] EPHS

Fig. 9. Files updated by a user

60 1y ~+5,069(KB)
o w1038
3078)

60 +632(KB)
T ek
115(Kk8)

Score of SDHASH
Score of SDHASH

JPG PPT

60 -\ +5521(KB)
#-1,035(KB)
306(KB)

60 +626(KB)
L ()
162(KB)

Score of SDHASH
Score of SDHASH

0 s
50 <4

60 . 5013K8)
1 *1041K8)
306(KB)

-1,087(KB)
347(k8)

Score of SDHASH
Score of SDHASH

Fig. 10. Files encrypted by ransomware

b ARgatel] s AR A fele BEka FHA
FA7F ARA R HopE wf F2 Ayt oM ER
vl el Aoz Aokt = glr) ik Hgxiz e
2 s} FdEs Agole AAHE AR
27} A7 oAt ¢ksslr) Rl8E = Fle
H A= A7) 7497] wEel HAlHel o
3312 wEshA 9 ke BlaE slglom A
Aol AZewm #AF speAel =t
.doc(5,013KB) =& A8t &gk 109 7Y
Alo| = B3tal Qi gl FARE BlaL Aldd] 3|
7} 10022 Al AF=E I s slelel o& b
b A&E Wz o "W AR 7 Al
10022 AF=%9] false-positiver} WA 7154
o] EA vl MR FA3] FA7) Gelxa o
g WAl 27} 1073t Yolx e},

ABA o8 ARgAtel| o7k 227] WEel| Z7ke] 3}
AES AR 9] Fsgke] 1558 100744 &
A EAvie) Aol gt A5 A=l WA Al
A AAE WA fARE 2= Z2A] Aelrt $dl
o} Aol A& dEstell= AR A9 #HS:
o] A E o el FgAE 7Sl s 07E 4

e 4

O

]

o

2 st ot E3bt SW s B4
S7jo)7) @ e BAL e Y AL 4
% glgie.

o) stel AL oz Waelel <l
AR FAE FY A, AR FAE 0~42 A%



AR Y53

Qo x| x| ut A}gA}7} AAl A GALE 2239
1553k, olell AAddelE A&t fls) fA

B
x
]_

= I-rl gy

H

Vﬂli’]i g7t A= Addel 54 A fAF
= A7 AA dobAlE Aelr] wtel] 5ulute] of
Ud AgelAd 23 A4S &
A& FrlEng Z7F A% "o A A A~
gl exF=rt A o gl ool H EEH]l
A= 2] e] v WS skl 9 Ad A3E
leto. 2 ARgAlr} Zdlfﬂi% w H2 A S

o
e 1A W2 sumte g AHw Fx|uk
Al
)

WY Aolw, mER

= °é“°l WA}E 7] %k T A9l durhs
e Ashr] fls) T el @il 9elskE WA
Hele] Az e= et

5.3 EML0| CHS It

B eRo|2] Aeksls A4S Table 13} 7o)
2 1707019 A= 3 16871(98.8%)2 <tojHoz
Brglon  BxE AZo oF 7 dode
100% 2 H7-stde. A& ghele] 3sr} A4
o7 WA Wi 2% AF wde] FE I

Table 1. 170 samples of 20 different
ransomware families
Ransomware No of Detection
Family Samples Rate

Cerber 73(42.9%) 73/73
Locky 31(18.2%) 31/31
Troldesh 17(10%) 17/17
Shade 8(4.7%) 8/8
FileLocker 7(4.1%) 7/7
Sage 7(4.1%) /7
CryptoMix 5(2.9%) 5/5
TeslaCrypt 5(2.9%) 5/5
Globe 3(1.7%) 3/3
MRCR 2(1.1%) 2/2
YOUGOTHACKED 2(1.1%) 2/2
iRansom 2(1.1%) 0/2
Chimera 1(0.5%) 1/1
CryptoLocker 1( 5%) 1/1
CryptoWall 1(0.5%) 1/1
CryptXXX 1(0.5%) 1/1
Fantom 1(0.5%) 1/1
Jigsaw 1(0.5%) 1/1
xorist 1(0.5%) 1/1
Maktub 1(0.5%) 1/1
Total 170 168/170
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Fig. 11. Write command to file with diffusion
function
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